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Learnify isthe MSME and Startup
India verified destination for profes
in product, growth, design, mana
business, tech, and data. It ¢
curated, hands-on learning fro
experts to instantly enhance skill:
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Our Vision & Mission

Learnify, MSME and Startup India verified, teaches millions technical skills
with expert-led, hands-on courses for career growth.
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Cyber
Security

What is Cyber Security?

e Importance & Applications T
Attacks

e CIA Triad: Confidentiality, Integrity, A
Laws

Ethical Hacking Overview
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Cyber
Security

Basics of Computer Net
IP Addressing, DNS, Firew:
Network Devices: Routers, S
Hands-on: Packet Analysis us
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Cyber
Security

Windows and Linux F
File Systems, Permiss
Line Tools

Securing User Accounts
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Cyber
Security

Basics of Web Applicatio
Common Web Vulnerabili
CSRF)

OWASP Top 10 Overview
Hands-on: Testing Website V
(Simulated Labs)

O
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Cyber
Security

Phases of Ethical Hacking: Reconnaissance -
Exploitation \
Footprinting, Scanning, and Enumeration

Exploiting Common Vulnerabilities -
Hands-on: Scanning and Exploiting Lab Systems




Cyber
Security

n NETWORK SECURITY & DEFENSE

» Firewall Configuration & Intrusion Detection Systems
(IDS/IPS)

e Secure Network Architecture Design

* VPN Security and Packet Filtering

 Hands-on: Configuring Firewalls and IDS
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Cyber
Security

INTRODUCTIO CRYPTOGRAPHY & DATA PROTECTIONTO
3D MODELING

e Encryption, Hashing, and Digital Signatures

e SSL/TLS, Certificates, and Key Management

e Steganography and Cryptanalysis

e Hands-on: Encrypting and Decrypting Data using
Python
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Cyber
Security

Types of Malware: Viruses, Worms, Trojans,
Ransomware \
Memory Forensics & File Analysis Tools
Identifying and Removing Malware '
Hands-on: Analyzing Malware Behavior in Sandbo
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CLOUD SECURITY
Cloud Platforms: AWS, Azure, GCP Securét/

Models \
Identity & Access Management (IAM) \

Securing Cloud Data & Applications e
Hands-on: Cloud Security Simulation Project D
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Cyber
Security

Advanced Vulnerability Scanning
Burp Suite, OWASP ZAP, and Metasploit F ewor
Exploit Development Basics

Hands-on: Web App Penetration Test Lab




Cyber
Security

SOC (Security Operations Center) Workflo
Incident Detection, Containment & Recove

SIEM Tools (Splunk, ELK Stack) Overview

Hands-on: Simulating an Incident Response
Scenario
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Threat Modeling & R
Understanding MITR
e Real-time Threat Mo
e Hands-on: Creating a
Dashboard
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Cyber
Security

ﬂ ADVANCED CAPSTONE PROJECTS :-
Penetration Testing on a Simulated Netwa 4\ i
Ransomware Detection & Response Syste
Phishing Attack Simulation & Defen

SIEM Log Analysis & Threat Hunting Dashboarc
Cloud Infrastructure Security Audit
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Cyber
Security

RESUME BUILDING & PROFILE CPTIMIZATION

e Crafting an ATS-friendly resume tailored to

techroles
e Optimizing LinkedIn & GitHub profiles y/
» Writing impactful career objectives and X(

summaries \
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e Quantitative Aptitude: Speed, Accuracy & Problem Solvin
e Logical Reasoning: Puzzles, Patterns & Data Interpretatio
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COMMUNICATION & SOFT SKILLS
N\

|/
« Verbal Communication: Public Speaking & Presentation

Skills "
e Email Etiquette and Business Communication
e Teamwork, Leadership, and Professional Behavior
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Cyber
Security

e Understanding HR Questions & Framing STAR-
Method -t

e Answers Mock HR Interviews with Personalized
Feedback

e Building Confidence and Positive Body Language (
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Security

e Access to Learnify’s Hiring Partner Network
e Internship Opportunities with EdTech & Al Startups
e Job Alerts, Career Counseling & Placement Support
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e Learnify Certificate of
e MSME & Startup India (
e Resume Building & Linlk
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Coni:

E +91 74396 78587

learnifytechnology.com

_.

@learnify__technology

_ https://lwww.linkedin.com
Icompany/the-learnify/

0

Kolkata Sector V 700098
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